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Privacy Policy

1. Introduction

1.1.  This Privacy Policy describes in detail who is responsible for the personal information that we
collect about you, what personal information we collect, how we will use such personal
information, who we may disclose it to and your rights and choices in relation to your personal
information.

1.2. In this Privacy Policy references to:

1.2.1 we, us or our means Water Plus Group Limited (Company Number 10012579), Water Plus
Limited (Company Number 04141390) and Water Plus Select Limited (Company Number
03511659). Registered Office: Prospect House, Gordon Banks Drive, Trentham Lakes,
Stoke-On-Trent, ST4 4TW, United Kingdom. (‘The Premises’)

1.2.2 you or your means the person accessing and using our Website (as defined below) or a
customer of our Services;

1.2.3 Website means www.water-plus.co.uk;

1.2.4 personal information is information that is about you and which identifies you;

1.2.5 Group means Water Plus Group Limited and Water Plus Select Limited;

1.2.6 Services means the water and sewage retail services and any other related services that
we may provide to you; and

1.2.7 Customer Portal means the online customer platform which allows you to manage your
account online.

2. Whois responsible for the personal information that we collect?

We are the conftroller for the purpose of data protection law, in respect of your personal information
thatis collected and used through your use of our Website and our Services. If you have any questions
regarding this Privacy Policy or the way we use your personal information, you can contact us by
email at service@water-plus.co.uk.

Our DPO (Data Privacy Officer) is contactable by email at legal@water-plus.co.uk.

3. What personal information do we hold about you?

3.1 The personal information we collect includes:
3.1.1 Information that you provide to us
3.1.1.1  your name and contact information (including email, telephone and postal
address);

3.1.1.2  your marketing and communication preferences;

3.1.1.3 your payment card number (credit or debit card), bank account number, or
other financial account number and account details;

3.1.1.4 consumption data relating to your use of our Services (to the extent this
constitutes personal information);

3.1.1.5 recordings of telephone calls (voice and video) with our representatives and
customer service team (this may include biometric data, but will not be used for
the purpose of identifying any individual); and

3.1.1.6 account log-in information and password.

3.2 This information may be provided:
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3.3

3.4

4.

3.2.1 during communications between you and us (including by phone, email or otherwise);

3.2.2 via the Customer Portal;

3.2.3 when you, for example, complete our forms (including the Contact Us and

3.2.4 Get a Quote forms on our Website; and

3.2.5 via our social media pages, other social media content, tools and applications.

Information we collect from you

3.3.1 As you interact with our Welbsite and Customer Portal, we may automatically collect
personal data by using cookies, server logs and other similar technologies. Cookies are
pieces of information stored directly on the device you are using to access our Website.
Cookies allow us to recognise your device and to collect information such as IP address,
internet browser type, time spent using our Website and the pages visited; and

3.3.2 consumption data relating to your use of our Services via our Automated Meter Reading
devices (to the extent this constitutes personal information).

3.3.3 CCTV data captured on The Premises

Information we receive from other sources

3.4.1 credit reference agencies such as CreditSafe To help us assess applications, prevent
fraud, and meet our legal and regulatory obligations which includes the receipt of your
credit history, credit rating, details of any County Court Judgments, bankruptcy and
insolvency data and Electoral Roll information (see Section 6 (How do we use your
personal information to make decisions?)) where credit reference agencies are used see
Appendix 1 (Third Party Noftices) in relation to those agencies;

3.4.2 the market operators of the non-household retail water market, Market

3.4.3 Operator Services Ltd (MOSL) and the Water Industry Commission Scotland (WICS) which
includes the receipt of your name, business address, consumption data and supply point
identifier (to the extent that such consumption data and supply point identifier constitutes
personal data);

3.4.4 business information providers such as Bureau van Dijk which includes the receipt of your
name, business email address, company address and business felephone number;

3.4.5 lead generation providers such as Lead Forensics which includes the receipt of your
name, job fitle and business email address; and

3.4.6 Companies House and other publicly available sources.

Information about third parties

During your dealings with us you may provide us with personal information relating fo third partfies.
For example, we may collect personal information about consultants acting on your behalf. This
might include the name and contact details of a broker. We will use this personal information in
accordance with this Privacy Policy. If you are providing personal information to us relating to a third
party, you confirm that you have the permission of the third party to share such personal information
with us and that you have made the information in this Privacy Policy available to the third party.

5.
5.1

How do we use the personal information we collect about you?
Your personal information may be used by us, our employees, service providers, and
disclosed to third parties for the following purposes. For each of these purposes, we have set
out in the table below the main legal basis on which we use your personal information.
Depending on the circumstances, more than one legal basis may apply.



Purpose

Legal Basis

To communicate with you and other individuals
about our Services and to respond to any queries
that you submit to us.

The legal basis will fall into one of the following

three  categories, depending on the

communication and the purpose for which it was

sent:

« our legitimate business interests for us to
manage our relationship with you;

« performance of a conifract between you
and us; and/or

+ compliance with legal obligations to which
we are subject.

To provide you with a quote for our Services.

The processing is necessary to take steps at your
request prior to entering info a contract.

To conduct our obligations arising from any
coniracts entered into between you and us and
o provide you with our Services.

This processing is necessary for the performance
of our contractual obligations between you and
us.

For debt recovery purposes.

This processing is necessary for the performance
of our contractual obligations between you and
us.

For credit checking.

This processing is necessary for our legitimate
business interests for us to undertake customer
due diligence and o assess the credit worthiness
of our customers. We may make decisions using
non-automated means as well as utilising
automated decision-making methods (see
Section 6 (How do we use your personal
information fo make decisions?)).

To monitor and record calls.

This processing is necessary for our legitimate
business interest for staff training and quality
pUrposes.

To notify you about changes to our Website.

This processing is necessary for our legitimate
business inferests for us fo manage our
relationship with you, and to keep you updated
as to changes to our Website.

To manage complaints, feedback and queries.

Depending on the context, this processing will be

necessary for:

« the performance of our
obligations between you and us;

* us to comply with our legal and regulatory
obligations; and/or

« our legitimate business interests for us to
manage our relationship with you and to
enable us to improve and develop our
business operations and the Services.

confractual




To provide you with information about the
products and services that we offer.

Depending on the method of communication,
this processing may be conducted with your
consent or in accordance with our legitimate
business interests to process your information for
direct marketing purposes.

To comply with any legal or regulatory
obligations (including in connection with a court
order).

This processing is necessary for us to comply with
our legal and regulatory obligations.

To prevent and detect fraud, financial crime and
anti-money laundering.

Depending on the circumstances:

+ the processing is necessary for us tfo comply
with our legal and regulatory obligations; or

+ the processing is necessary for our legitimate
business interests to conduct and manage
our business.

To enforce or apply the contracts concerning
you (including contracts between you and us).

Depending on the circumstances:

+ the processing is necessary for our legitimate
business interests to conduct and manage
our business;

« for the performance of our confractual
obligations between you and us; or

* in connection with legal proceedings (i.e.
the establishment, exercise or defence of
legal claims).

To administer and protect our business, this
Website and Customer Portal such as:

. froubleshooting

. data analysis

. testing

. systfem maintenance

. support

. reporting and hosting of data for the

efficient running of the Website and
Customer Portal

. provision of administration and IT services,
network security.

Necessary for our legitimate interests of Website
and Customer Portal security

Providing business insight into how members use

the Website and Customer Portal. We do this by:

. delivering relevant Website content and
advertisements to you and by measuring or
understanding the effectiveness of the
advertising we serve to you]

. using data analytics

. making suggestions to you about goods or
services that may be of interest to you

. for the use of web analytics

. profiling and personalisation to study how

customers use our services to develop them
fo grow our business and to ensure our
marketing strategy is as relevant and

Necessary for our legitimate interests to produce
the most effective Welbsite and Customer Portal
and customer experience.




accurate as possible.

We capture CCTV footage by taking images in
real fime in the areas where the cameras are
located. These cameras may capture footage of
you whilst you are on The Premises. CCTV
cameras have been situated both inside and
outside the buildings. There are signs in place to
inform you of the areas where the CCTV cameras
are in use.

We do this:

. to prevent crime and protect buildings and
assets from damage, disruption, vandalism
and ofher crime;

. for the personal safety of staff, visitors and
other members of the public and to
function as a deterrent against crime;

. to support law enforcement bodies in the
prevention, detection and prosecution of
crime;

. to assist in day-to-day management,

including ensuring the health and safety of
staff and others; and

. to assist in the effective resolution of
disputes which arise during disciplinary
grievance proceedings.

Necessary for our legitimate business interests
which is processed in accordance with UK GDPR
and other data protection legislation.

5.

6.
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As set out above, we may be required to process your personal information to comply with our

legal requirements, to enable us to fulfil the terms of any confract that we have with or in
preparation of us entering into a contract with you. Depending on the circumstances, if you
do not provide the relevant personal information to us or provide incomplete/incorrect
information to us, we may not be able to provide the relevant Services to you.

How do we use your personal information to make decisions ?




Decisioning Methods

Description and Limitations

Non-Automated Decision Making and Profiling

We may use automated systems and tools to
support certain business processes, such as risk
assessment, fraud prevention, affordability
checks, identity  verification or record
management. These tools may analyse personal
information using predefined criteria or rules to
generate indicators, scores, or
recommendations.

We do not make decisions that have a legal
or similarly significant effect on individuals
based solely on automated processing. Any
such decisions are subject to meaningful
human review. The use of these tools may
influence the speed or level of review applied
to an application or request, but individuals
will not be subject to automatic rejection or
adverse decisions without human
involvement.

Automated Decision Making and Profiling

In some circumstances, we
may conduct automated decision making or
profiling using personal information. This involves
the use of automated systems to evaluate certain
information about an individual, such as risk
factors, affordability indicators, or fraud signals,

Where automated decision making is used, it
may result in decisions such as the approval,
restriction, or rejection of an application
or service. Further  information about
automated decision making and how to
exercise these rights can be obtained by
contacting us using the details provided in this
Privacy Policy.

based on predefined rules or algorithms.

7.
7.1

Who may we disclose your personal information to?
You agree that we may share your personal information with:

our business partners, suppliers and sub-contractors for the performance of any contract
we enfer info with you. For example, we may engage third party service providers to
process card payments, to conduct meter reading services, for IT services and invoicing

as part of the Open Water Programme (which is designed to give non household
customers a choice of water supplier), we will share your business name, business and
personal address, consumption data and supply point identifier with MOSL and WICS, the
market operators of the non-household retail water market to primarily enable customers
to switch providers. You can find out more about how MOSL processes your personal

lead generation providers such as Lead Forensics, who collects your IP address when you

other professional advisers (including accountants, lawyers and insurers) that assist us in

police and other law enforcement agencies in connection with the prevention and

7.1.1
purposes;
7.1.2 other companies and entities within our Group;
7.1.3
information and who your personal information may be shared with here;
7.1.4
visit our Website;
7.1.5 credit reference agencies such as CreditSafe (see paragraph 3.4.1);
7.1.6 debft collection agencies;
7.1.7
conducting our business activities;
7.1.8
detection of crime;
7.1.9

other external agencies and organisations (including the National Crime Agency and
Serious Fraud Office) for the purpose of preventing and detecting fraud

7.1.10(including fraudulent transactions), money laundering and criminal activity;
7.1.1TTHMRC; and
7.1.12any other third parties if we are under a duty to disclose or share your personal information




7.2

8.2

8.3

8.4

8.5

9.2

10.

in order fo comply with any legal obligation or instructions of a regulatory body (including
in connection with a court order), or in order to enforce or apply the terms of any
agreements we have with or otherwise concerning you (including agreements between
you and us) or to protect our rights, property or safety of our customers, employees or
other third parties.

We may also disclose your personal information to other third parties, for example:

7.2.1 if we sell or buy any business or assets, we will disclose your personal information fo the
prospective seller or buyer of such business or assets;

7.2.2 if all or part our assets are acquired by or assigned to a third party (including as part of
any financial securitisation or are subject to a reorganisation within our corporate group),
personal information held by us will be one of the transferred assets; and

7.2.3 if we are under a duty to disclose or share your personal information to comply with any
legal obligation, or to enforce or apply the agreements concerning you (including
agreements between you and us).

Where will we transfer your personal information?

Suitable safeguards are in place to ensure that personal information will be protected at all

times.

We will process your personal information both within the UK and the European Economic Area

(EEA) and outside the EEA.

Where we transfer personal data outside of the UK or the EEA, we will implement appropriate

and applicable transfer methods required by data protection law.

These measures include either:

8.1.1 transferring personal information tfo countries that have been deemed to provide an
adequate level of protection for personal information by the Information Commissioner
under the General Data Protection Regulation as it forms part of the law of England and
Wales, Scotland and Northern Ireland by virtue of section 3 of the European Union
(Withdrawal) Act 2018 as modified and amended by from time-to-fime; or

8.1.2 transferring personal information where the recipient has agreed to enter into the
International Data Transfer Agreement version A1.0 that came in force on 21 March 2022
issued by the Information Commissioner's Office under s119A(1) Data Protection Act 2018
or any replacement or equivalent clauses approved from time to time.

Please contact us by email at service@water-plus.co.uk., if you want further information on the

specific mechanism used by us when transferring your personal information out of the EEA.

How long will we keep your personal information

We will keep your personal information for a period of up to 7 years after we close your account

with us, subject to the following exceptions:

9.1.1 if you have opted out of receiving direct marketing from us, we will keep arecord of such
opt-out; and

9.1.2 will keep your payment details for as long as you remain a customer and unfil we close
your account; and

9.1.3 will keep your MyAccount login details for as long as you remain a customer and until 24
months after we close your account;

9.1.4 will only retain call recordings for a period of 13 months following the call; and

9.1.5 will only retain CCTV footage for 30 days from the date of the recording.

Please note that all of the above retention periods may be extended where we need to

preserve and use personal information for the purposes of bringing or defending a legal claim.

In such cases, we will continue to hold and process your personal information for as long as is

necessary to deal with the legal proceedings.

Your rights



10.1

10.2

10.3

10.4

10.5

You have certain rights with respect to your personal information. The rights may only apply in
certain circumstances and are subject to certain exemptions. Please see the table below for a
summary of your rights.

If you wish to exercise any of the below rights, please can contact us by email at
service@water-plus.co.uk.

You will not have to pay a fee to access your personal data (or o exercise any of the other
rights). However, we may charge a reasonable fee if your request is clearly unfounded,
repetitive or excessive. Alternatively, we may refuse to comply with your request in these
circumstances.

We may need fo request specific information from you to help us confirm your identity and
ensure your right fo access your personal data (or to exercise any of your other rights). This is a
security measure to ensure that personal data is not disclosed to any person who has no right
to receive it. We may also contact you to ask you for further information in relation to your
request to speed up our response.

We fry to respond to all legifimate requests within one month. Occasionally it may take us
longer than a month if your request is particularly complex or you have made a number of
requests. In this case, we will notify you and keep you updated.

Summary of your rights

Right of access to your personal You have the right to receive a copy of your personal
information information that we hold about you, subject to certain

exempftions. Any access request is free of charge. We
may require further information to respond to your
request (for instance, evidence of your identity and
information to enable us to locate the specific
personal information you require).

Right to rectify your personal information | You have the right to ask us to correct your personal

information that we hold where it is incorrect or

incomplete.
Right to erasure of your personal You have the right to ask that your personal
information information be deleted in certain circumstances. For

example (i) where your personal information is no
longer necessary in relation to the purposes for which
they were collected or otherwise used; (i) if you
withdraw your consent and there is no other legal
ground for which we rely on for the continued use of
your personal information; (iii) if you object to the use
of your personal information (as set out below); (iv) if
we have used your personal information unlawfully; or
(v) if your personal information needs to be erased to
comply with a legal obligation.




Right to restrict the use of your personal
information

You have the right to suspend our use of your personal
information in certain circumstances. For example (i)
where vyou think your personal information s
inaccurate and only for such period to enable us to
verify the accuracy of your personal information; (ii)
the use of your personal information is unlawful and
you oppose the erasure of your personal information
and request that it is suspended instead; (ii) we no
longer need your personal informatfion, but your
personal information is required by you for the
establishment, exercise or defence of legal claims; or
(iv) you have objected to the use of your personal
information and we are verifying whether our grounds
for the use of your personal information override your
objection.

Right to data portability

You have the right to obtain your personal information
that you provided to us in a structured, commonly
used and machine-readable format and for it to be
fransferred to another organisation, where it is
technically feasible. The right only applies where the
use of the personal information that you provided is
based on your consent or for the performance of a
contract with you, and when the use of your personal
information is conducted by automated (i.e.
electronic) means.

Right to object to the use of your personal
information

You have the right to object to the use of your
personal information in certain circumstances. For
example (i) where you have grounds relating fo your
particular situation and we use your personal
information for our legitimate interests (or those of a
third party) including for profiling; and {ii) if you object
to the use of your personal information for direct
marketing purposes, which includes profiling

Right fo object to decision which is based
solely on automated processing

You have the right in certain circumstances not to be
subject to a decision which is based solely on
automated processing without human intervention.
Individuals have the right to request human
intervention, to express their point of view, and to
challenge decisions made solely by automated
means.

Right to withdraw consent

You have the right to withdraw your consent at any
time where we rely on consent to use your personal
information.

Right fo complain to the relevant data
protection authority

You have the right to complain to the relevant data
protection authority, which is in the case of us, the
Information

Commissioner's Office, where you think we have not
used your personal information in accordance with
data protection law.




11. Third party links

The Website may include links to third-party websites, plug-ins and applications. Clicking on those
links or enabling those connections may allow third parties to collect or share data about you. We
do not control these third-party websites and are not responsible for how they handle your personal

information. When you leave our Website, we encourage you to read the privacy notice of every
website you visit.

12. Changes to our Privacy Policy

Any changes we make to this Privacy Policy in the future will be posted on this page and, where
appropriate, actively communicated on our Website or by email. The updated Privacy Policy will take
effect as soon as it has been updated or otherwise communicated o you.

13. Cookie Policy

Our Website uses cookies to distinguish you from other users of our Website. This helps us to provide
you with a good experience when you browse our Website and allows us to improve our Website. For

detailed information on the cookies we use and the purposes for which we use them, see our Cookie
Policy.


https://www.water-plus.co.uk/cookies
https://www.water-plus.co.uk/cookies

Appendix 1 - Third Party Notices

Credit Reference and Affordability Checks — Creditsafe / TransUnion

To help us assess applications, prevent fraud, and meet our legal and regulatory obligations, we may
obtain information about you from credit reference agencies (CRAs). We obtain this information via
Creditsafe, which uses its data partner TransUnion to supply consumer credit and identity data.

e Creditsafe Business Solutions Limited is authorised and regulated by the Financial Conduct
Authority

FCA Firm Reference Number: 742313

¢ TransUnion International UK Limited is authorised and regulated by the Financial Conduct
Authority

FCA Firm Reference Number: 805757

The information we receive may include data relating to your identity, credit commitments, payment
history, and public record information. This data is used solely for legitimate business purposes,
including creditworthiness assessment, identity verification, and fraud prevention, in accordance
with applicable data protection laws.

Further information about how Creditsafe and TransUnion process your personal data can be found
in their respective privacy nofices:

e Creditsafe Privacy / Transparency Notice:
Transparency Notice | Customers & Suppliers

¢ TransUnion CRAIN (Credit Reference Agency Information Notice):
https://www.transunion.co.uk/legal/privacy-centre/pc-credit-reference

e TransUnion Bureau Privacy Notice:
https://www.transunion.co.uk/legal/privacy-centre/pc-bureau
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